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EMAIL AND TEXT MESSAGING COMMUNICATION

This document outlines some of the risks involved with electronic communication methods. Dr. Kimball's
preferred method of contact is telephone, although there may be times where you prefer to contact Dr. Kimball
by either email or text communication. Should you choose to contact Dr. Kimball via email or text messaging,
you should be aware of the following information:

¢ Tam aware that Dr. Kimball uses certain technological safeguards to reduce the risk of clients'

information being compromised. Examples of these safeguards include — but are not limited to — the
following: Password protection for computer and mobile devices; full-disk, pre-boot computer encryption;
firewalls and anti-virus software; and mobile remote wipe and remote tracking features.

I understand that, even with the technological safeguards described above, the confidentiality of
communication through email exchanges or text messaging cannot be guaranteed. Dr. Kimball does not
use encrypted email, and therefore prefers that you not send protected health information via email or
text. Email and texting contact should be limited to requests for phone contact and appointment
scheduling information only. I understand that if I choose to correspond with Dr. Kimball through email
or texting, she will make every effort to keep the information she receives as confidential, but that Dr.
Kimball cannot guarantee the confidentiality of email or text communications.

I understand that I should not use email or texting to communicate any urgent matters, since several days
may pass before the information is read and since some emails or text messages are returned as
“undeliverable.” For all urgent matters, I will contact Dr. Kimball using her phone number, at: (415)
656-7060. In crisis/emergency situations, I may also contact 911 or head to the nearest emergency
room.

I also understand that if Dr. Kimball is receiving and/or sending information only via email or texting,
she 1s making judgments on the basis of limited and imperfect information.

I am aware that all emails and text messages are retained in the logs of Dr. Kimball's Internet service
providers. While it is unlikely that someone will be looking at these logs, they are, in theory, available to be
read by the system administrator(s) of the Internet service provider. In addition, should I choose to
contact Dr. Kimball using my work email address, the content may be seen by my employer.

Finally, I am aware that any emails or texts I send to or receive from Dr. Kimball are documented and
may become part of my legal record.
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